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Registry Hives

Nepapxu4eckue 6a3bl AaHHbIX, B KOTOPbIX XPaHATCS
OaHHble O KOHhUrypaumm cuctembl, NMPUIIOXKEHNS 1
rnonb3oBaress

System Hives:
SYSTEM, SECURITY, SOFTWARE, SAM

System Hives Path:
%Systemroot%\System32\config\

User Hives:
NTUSER.DAT, USRCLASS.DAT

User Hives Paths:

\Users\\NTUSER.DAT, \Users\
\AppData\Local\Microsoft\Windows\USRCLASS.DAT

UHTCpYyMEHTDI:
Regripper, Regedit (built-in), Registry Explorer
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Registry Hive Mappings

SYSTEM > HKLM\System
SOFTWARE > HKLM\Software

SECURITY > HKLM\Security

SAM > HKLM\SAM

NTUSER.DAT § 4 HKEY_USERS\<SID> > HKEY_CURRENT_USER

USRCLASS.DAT il HKEY_USERS\ Classes [l KEY-CURRENTUSER

\Software\ Classes
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Pa3penbl peectpa
KOHUrypaumm CMCTemMbl

Nmsa komnbioTepa
HKLM\System\ControlSet###\ControNComputername\

HowmeH, Ums xocTa, IP-appec, DHCP-cepeep
HKLM\System\ControlSet###\Services\Tcpip\Parameters\

KoHdurypauua danepsonna
HKLM\System\ControlSet###\Services\Sharedaccess\Parameters\
Firewallpolicy\

MpuBsaska nopeHMrkaropos 6e30rnacHOCTN K

nosib3oBaTesiam
HKLM\Software\Microsoff\Windows NT\CurrentVersion\ProfileList\

O6Luye ceTeBble pecypchbl
HKLM\System\ControlSet###\Services\Lanmanserver\Shares

Bepcus onepaumoHHON CUCTEMbI U Ha3BaHMe NPoayKra
HKLM\Software\Microsoff\Windows NT\Currentversion

YacoBou nosic cuctembl
HKLM\System\ControlSet###\ControNWindows

MNonb3oBarenu, KoTopbie BOLLN B CUCTEMY

HKLM\Software\Microsoft\Windows NT\Currentversion\Winlogon\
Defaultusername, Altdefaultusername

YneHcTBO Nonb3osareneii B rpynne Active Directory

HKLM\Microsoft\Windows\CurrentVersion\Group Policy\JUSER _
SIDNGroupMembership

USB-ycTpoicTtea XpaHeHNS! faHHbIX
HKLM\System\ControlSet#H#\Enum\USBSTOR\
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ApTecdaKkTbl

CoBmecTmMoCcTU
INpunoXxxeHnn

“Shim Cache” — cogep>xut nyTb 1 Bpems oA (ainnos
MEeTaaHHbIX, KOTOPbIE BbINOMHASINCb HA CUCTEME

HKLM\SYSTEM\ControlSet###\Control\Session
Managen\AppCompatCache\AppCompatCache

“Amcache” — cogep>XuT nyTb, BPeMs 1 X3LU-
mMeTtagaHHble SHA1 ans ¢pannos, KoTopble

3anyckasimcb B cucreme
%Systemroot%\AppCompat\Programs\Amcache.hve

“Recent File Cache”- copep>xut nyTb K dhannam,
KOTOpPbIe 3anycKasiuCb B CUCTEME
%Systemroot%\AppCompat\Programs\RecentFileCache.bcf

MHCTpyMEHTDI

Mandiant ShimCacheParser.py, AppCompatCacheParser, AmcacheParser,
rfcparse.py
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OO0Lwume paspenbl peecTpa
aBTO3aryckKa

Active Setup

HKLM\Software\Microsoft\Active Setup\Installed Components\
%APPGUID%

Bubnmnotexku DLL Applnit

HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Windows\Applnit_DLLs

Pazpenbl 3anycka
HKLM\Software\Microsoft\Windows\CurrentVersion\Run, RunOnce

Cny>x6b1 n 6ubnuotexku DLL cry>x6

HKLM\System\ControlSet###\Services\<Servicename>,<ImagePath>
HKLM\System\ControlSet###\Services\<Servicename>\Parameters,
<servicedll>

PacLumpeHns 0605104Ku
HKLM\Software\Microsoft\Windows\CurrentVersion\Shell Extensions

Userlnit
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\UserlInit
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User Hive Registry Keys

Shellbags - Kntoun B User Hive, koTopble oTCnexxusaror
ucnosnb3oBaHue Explorer. AHanNM3 MOXXET NPUBECTN

K MOSTy4EeHNIO METaAaHHbIX AOCTYNHOro chaitna.
HKCU\Local Settings\Software\Microsoft\Windows\Shell\

MHCTpYMEHTDI:
Shellbags.py, Shellbags Explorer

“Most Recently Used” or “MRU” keys

HKCU\Software\Microsoft\Windows\CurrentVersion\ ExploreARunMRU
HKCU\Software\Microsoft\Windows\CurrentVersion\ ExplorenNComDIg32\
OpenSaveMRU

MUICache (HegaBHO BbINOSIHEHHbIE MPUIIOXXEHIS)

HKCU\Software\Mlicrosoft\Windows\ShellNoRoam\MUICache
HKCU\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shel\ MuiCache

CMOHTI/IpOBaHHbIe TOMa U Nnogkrito4eHHble CeTeBble

LWICKIA

HKCU\Software\Microsoft\Windows\CurrentVersion\Exploren
MountPoints2\
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Map Network
Drive MRU

OTKpbITble JOKYMEHTDI
HKCU\Software\Microsoft\Windows\CurrentVersion\ Explorer\ RecentDocs

YnaneHHbIn pabo4unii CTo — UCTopUSt MOCneqHero

Jocrtyna
HKCU\Software\Microsoft\Terminal Server Client\Default

TypedURLSs (BBoauTcs Bpy4Hyto B Internet Explorer)

“HKCU\Software\Microsoft\Internet Exploren\TypedURLs” OR “...
\TypedPaths” (Vista & later)

UserAssist (4acTo BbINONHAEMbIE NPUNIOXKEHNS)
HKCU\Software\Microsoft\Windows\CurrentVersion\ Explorer\UserAssist
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Master File Table (MFT)

CoxpaHsieT tHopMaLmio 0 Kaxxaom danne n
Karanore Ha Tome NTFS

HKCU\Local Settings\Software\Microsoft\Windows\Shell\

Pacnono)xeHue:
\$SMFT

MHCTpyMEHTDL:
Acquire with FTK Imager, other raw disk access. Parse with MFT2CSV

INDX atpnbyTb!

Copep>X1T MeTafaHHble O dhainsiax, XPaHsALLMXCS B KaTtasnore.
PacnonoxxeHue:

$I30 files (a.k.a. “INDX” chaiinbl) BHYTPU KaXXOO0ro Karasora

MHCTpYyMEHTDI:
Monyuntsb gaHHble ¢ nomoLLsto FTK Imager nnn gpyroro nHCTpymeHTa asist

AOCTyNa K CbIPOMY AUCKY.
AHanmanposatb ¢ nomoLsto INDXParse.py

WHcTpymeHTapuin ynpasneHns Windows

WMI MOXXET 06ecrneHmnTb COXPaHEHME BPEOOHOCHbIX MPOrpamm t

3anycbIBaTh AoKa3aTeNbCTBA VX BbIMOSHEHNA

PacnonoxeHue:
%systemroot%\System32\wbem\Repository\OBJECTS.DATA

MHCTpYMEHTBI:
https://github.com/fireeye/flare-wmi/tree/master/python-cim

Uctopus 6paysepa
Internet Explorer 10 & 11
C:\Users\\AppData\Local\Microsoft\Windows\WebCache

Google Chrome
C:\Users\AppData\Loca\Google\Chrome\User Data

Mozilla Firefox
C:\Users\\AppData\Roaming\Mozilla\Firefox\ Profiles\

3arsiaHnpoBaHHbIe 3a8a4u

“SchedlLgU.txt” Log: ucropus 3aniaHnpoBaHHbIX 334a4, KOTOpble paHee
BbINOSHA/ICbL B CUCTEME

%systemroot%\tasks\SchedLgU.txt, Microsoft-
WindowsTaskScheduler%4QOperational.evtx

“job” nyms K channy:

%systemroot%\tasks\".job

MHCTpyMEHTBI

TekcToBbIN pepakTop g1 «SchedlLgU.ixt», WecTHaguaTepuyHbIA
penakTop unn «jobparser.py» ons annos «.job»
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MpensaputensHas Bbibopka

KawmpoBaHHble faHHble 415 halnsios, KOTOpble paHee BbINOHANCH B
cucTeMe.

PacnonoxeHue:
%systemroot%\prefetch\*.pf

MHCTpyMEHTDL:
WinPrefetchView, strings

PacnpocTpaHeHHbIe MECTOrMOJIOXKEHUS ayano- 1

BUOEOXXYPHAS10B
McAfee:
%allusersprofile%\McAfee\DesktopProtection\*.txt

Symantec:

: Yoallusersprofile%\Symantec\Symantec
EndpointProtection\Logs\AVMan.log

Trend Micro:
HKLM\SOFTWARE\TrendMicro\PCcilinNTCorp\CurrentVersion\
Sophos:

C:\ProgramData\Sophos\Sophos Anti-Virus\logs\sav.txt
Windows Defender:

C:\ProgramData\Microsoft\Windows Defender\ Support\*.log
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2XypHanbl coObITUiA

BctmpoeHHbin B Windows MexaHn3M BeOeHUs XXypHana
HKCU\Local Settings\Software\Microsoft\Windows\Shell\

KrnoueBble XXypHasib:

JKypHasb! NpuioXxeHnin, 6e30nacHOCTU, CUCTEMBI, CTY>KO TEPMMHAUIOB 415
NoaTBepPXKaeHWs Joctyna no npotokosny RDP
(Microsoft-Windows-TerminalServices-LocalSessionManager, Microsoft-
WindowsTerminalServices-RemoteconnectionManager);

PacnonoxeHue:
%systemroot%\System32\winevt\Logs\*.evitx

MHCTpyMEHTDBL:
Event Viewer (built-in), Microsoft Log Parser, Event Log Explorer
(commercial)
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Tunbl Bxopga B Windows

Tun Kog
Interactive 2
Network Logons 3
Batch 4
Service S
Unlock 7
NetworkCleartext 8
NewCredentials 9
Remotelnteractive 10
Cachelnteractive 1
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Kogbl XXypHasia coobITumn
Windows
Windows
CoobLueHune craryca Vista/2008+
Scheduled Task Registered 106

Remote Desktop Auth Succeeded | 1149

Audit Logs Clearedz 102

Powershell Scriptblock contents 4104

Powershell Scriptblock start 4105
Powershell Scriptblock stop 4106
Network Logons 4624

Logon Using Explicit Credentials 4648

New Process 4688
Process Exit 4689
Scheduled Task Created 4698
Scheduled Task Deleted 4699
Scheduled Task Updated 4702
Service Start / Stop Control 7035
Service Running / Stopped 7036
Service Installation 7045
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BpemeHHble MeTKU
Windows

$STD_INFORMATION

odified | Accessed eated Entry

Modified
Rename
Local Move X
e .
Copy X X
Access
Modify X X
Create X X X X
Delete

$FN_NAME

Modified
Rename X X
Local Move X X
ware | x| x| x|«
Copy X X X X
Access
Modify
Create X X X X
Delete
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